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§.1 Introduction to IoT
Security

e IoT security is the technology area
concerned with safeguarding of
connected devices and networks in
Internet of Things (IoT).
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« IoT involves adding internet
connectivity to a system of interrelated
computing devices, mechanical and
digital machines, objects, animals and/or
people
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« FEach "thing" in IoT is assigned a unique
identifier and has the ability to
automatically transfer data over a
network.

S "f3arsE” Y U g
UgaTASdT 6T STaT § 31k sae
FaAIferd TF & 3T TYTATART FHIA Y
&THAT &I 2|

« Connecting devices to the internet
exposes them to serious vulnerabilities,
such as unauthorized access, malware,
and data breaches, if they are not
adequately protected.
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e Denial-of-Service (DoS) Attack is a
cyberattack where a system or network is
overloaded, making it unavailable to
users.
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5.2 IoT Security Threats
and Countermeasures

Communication Attacks-

'These attacks compromise data transmitted
between IoT devices and servers.
Cryptography secures this information using
encryption codes, ensuring only authorized
persons can access it.
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Lifecycle Attacks-

The integrity of an IoT device is compromised
as ownership shifts from manufacturer to user.
If security measures are weak, data or
functionality may be lost.
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Attacks on Device Software-

These attacks exploit system vulnerabilities to
harm devices or disrupt normal operations
using malicious techmques

A g AFeH FASNNEN HT BRI 35T

Physical Attacks-

Attackers physically access IoT chips to extract
sensitive information, posing a security risk.
Simply removing a microSD card may expose
embedded passwords or private data.
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5.3 Cyber Security
Definition and Purpose

 Cyber security focuses on protecting
information technology, including
computers, networks, programs, and data
from unauthorized access.
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Inventor and Key Dates

e Bob Thomas is considered the father of
Cyber security, as he created the first
computer virus, "Creeper," in 1971.
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« 1978: RSA encryption was invented by
Ron Rivest, Adi Shamir, and Leonard
Adleman, forming the foundation of
modern cyber security.
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Importance of Cyber Security

 Cyber security protects digital assets,
including devices, applications, and
telecommunications systems, from Cyber
threats.
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« It ensures safe internet usage, preventing
fraud, 1dent1ty theft, and cyber-attacks.
qg mfi%r SeTAT 3YAT giAfRad
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Cyber Security Threats

e Common threats include malware,
phishing, ransomware, and denial-of-
service (DoS) attacks.
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» Cyber criminals exploit weak security
systems, leading to data breaches and
financial losses.
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Future of Cyber Security
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e Advancements in Al, blockchain, and
quantum encryption will strengthen
cyber security.
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o Governments and organizations are
implementing strict Cyber security
regulatlons to protect users.
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§5.3.1 Securing Your PC

Computers have become an essential part of our
daily lives. Most tasks are done online through
PC:s or laptops. To protect your computer from
viruses, spyware, and hackers, follow these
security practices:

Creating Strong and Unique Passwords

o Passwords are the first line of defense
against unauthorized access.

» Never use default passwords; create
strong passwords using uppercase,
lowercase letters, numbers, and special
characters.

o 'The stronger your password, the better
protection from hackers and malware.

Keeping Windows and Devices Updated

¢ Choose an Operating System based on
its security strength and vulnerability

protection.

 Regularly update security patches and
enable automatic updates for continuous
protection.

« Windows has a built-in firewall that

blocks unwanted Cyber intrusions.
Enabling Two-Factor Authentication (2FA)

 2FA adds an extra layer of security,
requiring a one-time verification code
after entering your password.

« It ensures even if passwords are
compromised, attackers cannot access the
device.

Installing and Updating Antivirus Software

e Install trusted antivirus software to
detect ransomware, malware, and
spyware before they harm your system.

» Keep your antivirus database updated to
counter new Cyber threats.

Encrypting Internet Connection

« Usea VPN to encrypt your online
activities, making data unreadable to
cyber attackers.

« Encryption modifies data to prevent
unauthorized access.

Disabling UPnP (Universal Plug and Play)

» UPnP lets devices automatically connect
to networks, but it can expose them to
security risks.

e Disable unused features on all devices to
reduce vulnerability.

5.3.2 Securing Your Mobile

Mobile devices like smartphones and tablets
are essential in daily life, but they are also
vulnerable to Cyber threats. Follow these key
steps to protect your device:
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Protect Your Device Physically

 Use a strong password and enable auto-
lock to prevent unauthorized access.

* Avoid sharing your device or passwords,
as weak passwords can be easily guessed.

 Never use personal details like names,
birthdays, or social security numbers in
passwords.

Keep Your Data Secure

 Regularly backup and sync data to

protect against unexpected loss.

» Keep your operating system updated to
ensure security patches are installed.

* Never override built-in security features,
as they help safeguard your device.

Safeguard Your Personally Identifiable
Information (PII)

e Do not share sensitive details like bank
account numbers or passwords via text.

« Always use a secure connection for

mobile banking or shopping.

 Disable Geo-tagging to prevent tracking
of your location.

Protect Against Malware

 Only install apps from trusted sources
and read permissions before installing.

* Avoid clicking on suspicious links or
advertisements, as they may contain
malware.

Secure Network Connections

 Use mobile data instead of public Wi-Fi
when outside, as open networks can be

hacked.
« Disable Wi-Fi, Bluetooth, and NFC in

public places when not needed.

5.4 qud for Security in IoT
(IoT A JI&T HT ATTTHT)

'The Internet of Things (IoT) connects billions
of devices, people, and services, enabling
seamless data exchange. However, this
interconnected network makes IoT vulnerable
to cyber threats, creating a need for robust
security measures. From financial transactions
to smart homes, IoT devices store confidential,
valuable, and sensitive data that, if
compromised, can lead to severe consequences.

Security in IoT is built on the three most
crucial components: Confidentiality, Integrity,
and Availability (CIA Triad). These principles
ensure data protection and system reliability.
$eleic 3HTH fA9H (loT) 3RS 3TN, A9l
AR Aar3t & s g, oraa fAster ser
fafesrer Tara YT & | gTefifen, I8 9% #F o
Acad TEaR @R & ufa Gacaefa arar &,
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loT &I et Ageaqor geshl TR TR gich
& Maefrrar (Confldenllullty),
(Integrity), 3 3Uetrar (Avdailability)
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5.4.1 Confidentiality (N9==dr)

Definition: Confidentiality refers to
restricting unauthorized access to data
while ensuring that only authorized users
can view or process information.

Importance in IoT: As data moves
through multiple network hops, proper
encryption mechanisms are essential to
maintain confidentiality.

Example: Data encryption protects loT
information from unauthorized
disclosure, ensuring privacy.

Threats: Hackers can intercept data
transmitted across IoT networks, leading
to leaks and breaches.
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5.4.2 Integrity (WEHT)

Definition: Integrity ensures that data
remains accurate, trustworthy, and
unaltered by unauthorized users.

 Importance in IoT: Diverse IoT services,
devices, and networks make stored data
vulnerable to manipulation.

« Example: IoT security protocols validate
data sources to prevent unauthorized
changes.

o 'Threats: Attackers can modify stored
data for malicious purposes,
compromising its reliability.
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5.4.3 Availability (39dstrdr)

 Definition: Availability guarantees that
authorized users can reliably access IoT
systems and data whenever needed.

« Importance in IoT: IoT devices must
function without disruption, providing
continuous access to users.

« Example: Robust IoT security

frameworks prevent service interruptions.
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o 'Threats: Cyberattacks like Denial-of-
Service (DoS) can block access to IoT
services, making them unusable.

» GRHTNT: 3T Ig AT il &
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5.5 Types of Cyber Attacks (43X
gl & YhR)

Cyber attacks are attempts to steal, damage,
disrupt, or gain unauthorized access to

computers, devices, networks, or data. They are
broadly classified into:

- 5.5.1 Web-based Attacks (39
ITRA gHA)
Injection Attack
-DNS Spoofing
-Session Hijacking
-Phishing

-Brute Force

- 5.5.2 System-based Attacks
(Rreew 3menfRa gxe)
-Virus
-Worm

-Trojan Horse

-Backdoors
-Bots

5.5.1 Web-based Attacks (39 3menmRd
gH)

These are the attacks which occur on a websites
or web applications. Some of the important
web based attacks are:-

Injection Attacks (Sl gHT)

Injection attacks are among the oldest and most
dangerous web application attacks. Injection
attacks involve inserting malicious code into
website inputs (like forms) to manipulate
backend databases or extract unauthorized
information. Injection attacks, particularly
SQL injections (SQLi attacks) and Cross-site
Scripting (XSS) are the most common injection
attacks.

Examples (3GTg0N):

1. Hackers alter student data by injecting
malicious code into a college website.
gehY hictol YICel H IS STelehl BT
RepTs seer e &

2. A login form on an e-commerce site is
used to steal user credentials.
S-h1AY IS T AT13NeT Pl ITHdS
T & T SEAATT GIaT 2|

3. Fake form on a feedback site reveals
admin logvn info.

Hrede wre fe@r st vsfaa v
ST UTCc ST |
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DNS Spoofing (SvaTH TfHT)
In DNS Spoofing, attackers manipulate DNS

responses to redirect users from real websites to
fake ones.

Examples (3GTg0N):

i. Banking users unknowingly visit a fake
site and lose data.
sl I JIATSE 1 S9TE STAITehcll

sTohell HTSC Wil g |
ii. Public Wi-Fi redirects all trafhic to

malicious pages.
Ardsifoieh Wi-Fi I ST39X 81feiehReh Ut
W I SATAT g |

iii. School login portal redirects students to a
phishing clone.
Tl hl SllTelel HIST h STaTg Bl HIST
el AT ¢

Session Hijacking (92 grsifhar)

Hijacking take control of various parts of your
web browser, including your home page, search
pages, and search bar. This attack steals session
IDs (stored in cookies) to impersonate a user
and access their online accounts.

Examples (3GTg0N):

i. Student logs in to email in a cyber café;
session is hijacked.

IS Hth H AT [T SHT 3THI3E
gl |

ii. Hacker takes over your Facebook while
you re still logged in.
TATd doFd 3Th13¢ ThaT

ﬁ?%q@aﬁMWI

iii.Online exam sessions are hijacked to
submit fake answers.

HTeTeTSeT GRIETT oh STl Q2T TIThT
A IR 3T TAT I AT & |

Phishing (f5rr)

Phishing tricks users into clicking fake links or
submitting private data using deceptive emails

or messages. It is an attempt of acquiring
sensitive information such as usernames,
passwords and credit card details, by hacker in
an electronic communication.

Examples (3GTg0T):
i. “Your ATM will be blocked”—such an

email leads to fraud.
“TETUH d¢ gl ST dTel Hel E ollaT
ol W Foad e £

ii. Student gets a fake exam result mail

asking to Iog in.

STF &l Tehell TIET IRUTH Ao
fAerar g |

iii.Job seeker clicks on a fake offer letter link
and enters OTP.
AlehT shT ST HTHT X feleh & OTP
SelarT ST 8 |

Brute Force Attack (5 B )

Hackers use programs to keep guessing
combinations until they crack a password or

PIN.

Examples (3GTg0T):

i. Someone keeps trying difterent PINs on
a mobile bankmg app.

ASTST STehal TT H IR ITHHIS T
forar ST 8

ii. Office admin panel is repeatedly logged

in using common passwords.
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HITHH YeTel W “admini23” ST IS
T TR-aR ellfareT|

iii.School Wi-Fi gets hacked using simple

guesswork.

Thel ITS-TTS T T IS (SR

12345678) Sk & STeAT|

5.5.2 System-based Attacks (RTeH
TR gH)

'These are the attacks which are intended to
compromise a computer or a computer
network. Some of the important system based
attacks are:-

Virus (@rRRA)- Vital Information
Resources Under Siege

A virus is a program that attaches to files and
spreads across systems, often corrupting or
deleting data.

Examples (3GTg0N):

i. Movie downloaded from pirated site
infects the computer.

JIIXes HISC 8 HdT ST3AciS el &
fOrecH e fad g 13|

ii. Project files in a USB drive get destroyed

after virus attack.

JUHET ¥ Yolere Brged M gl g |

iii.Antivirus alerts while opening a school
presentation.

Thol Tol eIl Tleld 81 aTaH 37eie 31
I

Worm (3#)- Write Once, Read Many

A worm is a self-spreading malware that can
infect entire networks without user interaction.

Examples (3GTg0T):

i. Hostel Wi-Fi spreads worm across
students’ laptops.
greco Wi-Fi gmﬁ%?\nﬁqﬁaﬁ
thel ST & |

ii. Office computers crash one after another.
HITHH 3 Ueh & S1G Ueh hTYCT hA BT
i

iii.Cyber café systems behave erratically
without direct downloads.

TR hth & [ATCH 91 F s3Aells
mmamg.

Trojan Horse (21511 1)

A Trojan appears useful but secretly gives
attackers remote access, steals data, or installs
malware.

Examples (3GTg0T):

i. A free photo editor steals files and
passwords.

el ufsex fews arer vg wigd 3
qIHEs T AT B |

ii. A fake speed booster installs 5 spyware.
9T TS S¢l) aTelr AIFeaIN 38l H

TUTEII g B

i1i.Students download a “notes converter”

that logs keystrokes
“HIcH hedcX” ITH I ST3Talls TohdT Uq
ggcr frT aTT F1ETS Beed Repis HLdr

Backdoor (dF3R)

A backdoor is a hidden access path left open in
software or devices to allow unauthorized
remote entry.

Examples (3GTg0T):
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i. Untrusted technician installs a hidden
admin account.

CHFATRITA hegex R & SRIeT ot
TR S ST gl

ii. A cracked version of game has backdoor
for hackers.

goh T 75 31H H JH3R o ANT gl
TFAg UT ol g

iii.Unofhicial plugin in a school software
gives outside access.

Thol o G A STell 15 IS ref
TS W I3CHTSE THAH &l ST &

Bots & Botnets (dic 3R dicae)

Bots are infected devices used for automated
malicious tasks. Botnets are a network of such

bots controlled by hackers.
Examples (3GTg0T):

i. PC unknowingly mines cryptocurrency
and overheats.

e U 19T SATAhiRT o foheer
Wﬁgﬁm?ﬁﬁm

ii. Botnet of smartphones floods exam site,
causing downtime.

STl & AGS  §oIT diceie gredl
gTSC il 33 HL AT & |

iii.” Thousands of hacked cameras used to spy
or spam.

méagtfccwmﬁm?ﬁm
AT H SEAATT BT 6 |

5.6 IoT and Cyber Security
Challenges

i. IoT security is often neglected in the
design phase, as networking appliances is

a relatively new conce

|onaﬂa$r%Gn§;rg:wﬁ31w

ASRETST 3R ST &, iR 3ot

gﬁmﬁﬁgﬁ@rmyﬁa@
|

ii. Manufacturers prioritize launching
products quickly, often ignoring strong
built-in security.

fAATAT 3cuTe S STed] ST9TR H oTeY &l
TR & & 3R 3R Aorad
T F&TT Y IURTT FA 8|

iii. Adding security from the beginning can
be expensive and delay development.

&I A GI&IT SANSAT AN g1 Fehll &
IR e Gfhar 1 AT HT Gahar B

iv.IoT devices often have limited hardware,
making it difficult to implement
advanced security tools.
loT 3TN # 3R AT grEaR
gl 8, TS ad 3eeTc &t 3Ty ofre]
AT TSt 8T ST &

v. In India, the rise in cyber-attacks has
created an urgent demand for skilled
security analysts to protect government
and private sector systems.

T H HISSX gHl hl TGl TSI o
TR 3R el &7 & faeeH &t
TR et o ToIT herer &t
faQeIepT T ST T 31 AT
T fear g

§5.6.1 Blockchain Revolution

 Blockchain is a decentralized digital
ledger invented in 2008 by Satoshi
Nakamoto.

sellehdel Teh fadhdled fSTalce Sgrardr
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& Tord 2008 & graYeft ARG A
faefaa forar i

Each transaction is recorded in a block

and linked to previous blocks through

cryptographic hashes.

e ST oleT-CoT U sellsh A RIS BlciT &
3R fercelenfre ger i Ace & Mo
Sl I S[STBIT & |

Bitcoin is the most popular
cryptocurrency that uses blockchain to
verify and store transactions.

faeaisa gad uRligy reatwyd § S
SelTehaIeT hT ST Sei-&eT T e 3R
GIE & AU ST 8

Blockchain ensures data security,
transparency, and immutability —
meaning data cannot be changed once
recorded.

SollehleT ST Y &I, IRERIAT 3T
FIREIA =TT FIAT§ — Tl
ﬁaﬂégméamaﬁrmml

It is used in various fields like finance,
banking, healthcare, voting systems, and
supply chain management.

gt 393197 fag, sfeher, Tareey A,
mew@aﬁw
S & F T SITar g

In India, Bitcoin is not legal tender but
trading is allowed and regulated under
taxation laws.

AR 3 TaChIgeT FToail FaT o781 o,
mmwmma:m
Je1 3k FERa g1

Indian crypto exchanges like WazirX,
CoinDCX;, and ZebPay allow users to

invest in blockchain-based currencies.

muﬁawsﬁ#ﬁa‘araﬁraﬁmaﬁ

gl

5.6.2 Ransomware Evolution

Ransomware was introduced in 1996 as
"Cryptoviral Extortion" by Moti Yung
and Adam Young of Columbia
University.

{GHITT 1 1996 H "Thcerarer
ST FHAT o &7 H Al o 3R wsH

T %@aﬁmﬂm CART uer
TR 31T 27|

'Their aim was to demonstrate how
cryptography could be misused in
cyberattacks.

3TehT 36T g feare o1 f&
freatardy At TFIE FT ASET gHAN
# gEIANT F g Herc |

Ransomware is a type of malware that
encrypts or blocks access to data until the
victim pays a ransom.

YHHAAIT TF YR HT ATAIATE ST 2T
T TTeghte hidT § AT TBECH &l dleh
Wa?%mﬁ%th%amﬁra
A1 S|

It usually spreads through malspam
(malicious spam) emails, often disguised
as messages from trusted sources.

Ig IMHAR W Ha&iA @I
) SHA & ATCIH U theldl g, ST
IRV Aal & &I H U g &

In the future, ransomware is expected to
use Al and target IoT devices, increasing

cyber threats globally.
s1fasy 7, {gaawR @r 3FAce fh g
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3nfefriRer 3 (Al) T 39T
&I 3K loT KCORGEIGI
;ﬁm oaa dRas asek @

|

5.6.3 IoT Threats (IoT 6T aATHAT AT

Tci)

IoT connects billions of devices but is
highly vulnerable to security threats.

loT 31&T f3aT2El Y NI & WAfhed Tg
?m@aﬂasﬁmmaﬁam
|

Security challenges in IoT arise due to
limited memory, low computing power,
and battery constraints.

IoT & GR&T FAEIV AT A7, w7
a:mﬁwwaﬁﬁzﬁaﬁ;ﬁmaﬁa:
FROT &l ¥

End-to-end data protection is essential
to maintain privacy across the full data
lifecycle.

q%éasﬂamﬁ?ﬁq?h'amamwﬁ
 foIT U5-7-Us 3T {RaT NaeTs ¢

Most threats are due to user
misconfiguration, so automatic security

pol1c1es should be applied.
R STl T

@ﬁw%mﬁﬁ%wﬁvwﬁa
GRET AT YA =R T

5.6.4 Al Expansion (Al &7 [9FdR)

Al and Machine Learning are
transforming I'T operations and security
by automating processes and improving
efficiency.

Al 31 Fefier orfeder IT Ty 3R
&I T TTATf oI TohaT3il 3R gatar
# FUR F I WL

Organizations are increasingly adopting
Al to detect and respond to cyber threats
in real-time.

HITST Aol H Al &l 3T HTSS
AT T aEATIh AT H IdT Tt
iR ufafrar e A gerA T @

Al-powered bots can learn and adapt by
downloading resources like 'Al and
Machine Learning in Your
Orgamzatlon

Al- ?%md Sied ‘Al ﬁé;ﬂ%ﬁﬁaﬁg
SoT AN TS I8 FaTeraAT
SI3AIS Hhich U@ Tohd & 3R
31eToh e 81 hel & |

Al is being applied in predictive
analytics, anomaly detection, and
automated decision-making in IT
systems.

Al &7 39197 IT [8EeH #A uisfdea
Ul fe e, fAGaTa sl Idr o9 3R
Tgarfead Ao o 7 fRar ST @ gl

'The expansion of Al is enabling smarter,

faster, and more secure I'T environments,

reducing human intervention.

Al & TaEdR 318 TATE, a1 3R

TRT&I IT ATATaROT T HETH F=11 T6T &,
HIId §EI81d S gl W@ g |

§5.6.5 Serverless Apps Vulnerability

Serverless apps provide granular
computing functions, saving time and
reducing costs by billing in seconds
instead of minutes or hours.

el oy aiie Fegfeer vared

YeTeT e & S g s & 3R
ﬁaﬁmaﬁ%m@aﬁﬁﬁﬁm

hih AT hH AT g |
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» Rapid deployment of serverless apps can
lead to inappropriate privilege levels,
making them vulnerable to privilege
escalation attacks.

T o 1 S & el e
AR Fa-t FT FROT 97 el 3,
forad 9 faQwiftien R gefer goelt & ufa
HdceTelel & ST g |

» Serverless functions often rely on
external repositories, which may not be
under organizational control and could
introduce security risks.
HATEIH TheFeled 37FEN aTgdY HR U
fraR #a &, ST TaraaT & =07 7 76T
g 3 et @A der Y Hevel & |

 Attackers can identify serverless
environments through URLSs, potentially
disrupting or disabling infrastructure
externally.
§H AR URL & ATETH ¥ Tdlold
JTATaROT hT GgdTe] &Y Fehdl g 3T
T8 &9 8 giAITET @l Y STfere a1
3&TH T Thdl ¢ |

» Data in serverless apps transits through
networks, making it vulnerable to

interception or‘mani ulation.
gaTolg Uty H 3T gmaé: S HAEIT Y

ISR &, forad Ig geqdc
%ﬁgéaﬂ%ﬁaqgméﬁmmm

§.7 Privacy for IoT Enabled
Devices

- JoT devices collect and analyze data to
optimize processes and save time.

TSN f3arsy 3eT Sehcar 3R TALeYuT F:leh
SiehaT3il &l dgaR a=7d & 3R JaT T §

- IoT has transformed industries like
healthcare, agriculture, and manufacturing.

3SINET o TR, HiY 3N AT 514 &1t
$I dGel IGAT B

- In healthcare, IoT enables devices like heart
monitors and asthma trackers to connect to the
Internet.

TATELY &1 H, AT §TC Al AR
HEYHAT ¢HT Y 3YHIN I AT I NSt
H geTH JATaT 8

- IoT devices raise privacy and security
concerns due to data sharing.

TS 3IET f3arSH ST ATSHT el & HRUI
INIAIAT IR G el AT sier &

§.7.1 Difficult to Encrypt

- IoT devices have weak hardware and low
memory, making encryption difficult.

ﬁ@ﬁ%ﬂwmww
%Tﬂﬁ?ﬁ%,muﬁtamme‘r
ST

5.7.2 Lack of Experience

- Inexperienced manufacturers often create
insecure IoT devices.

3TFeTaele TV e 3R IaTeT 33T
ECIEGEGIGE]

- IoT programming requires expertise in kernel
and OS internals, which many programmers

lack.

TSINE IR o FIT dheter 3R ITRTET
e & 3R AT I 3MTTHAT gl &,
S s QEITHY & ITH el gidT|
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§.7.3 Lack of Standards

- IoT security standards are still under
development by organizations like NIST
(National Institute of Standards and
Technology) and IoTSF (Internet of Things
Security Foundation).

loT GI&TT ATeTeh 373 3 NIST RTSEIT HAleTh
3R TEAT) 3R 1oTSF (BeTaie
3T Rew RFReEr wasee) S deresi
GaRT faehrd o 378 § |

- 'The National Institute of Standards and
Technology (NIST) is a U.S. agency that
develops standards, guidelines, and best

practices for cybersecurity. ’

TSEIT AleTeh TG Hle Wm;a’r
(TAITSTHCT) Teh AR Taid! RIIECES
GR&TT o TIT ATeTh, fenfarder 3R Fafas
TAT3HT T fahr e LT 1

- The Internet of Things Security Foundation
(IoTSF) is a non-profit, international
organization focused on improving security in
the connected world of IoT.

Selac ATh ey {aARE B33 (10TSF)
Teh IT-SITHHRY, ARSI HITSHT & Sl loT shr
hiercs Gialdm & &I H GUR offel I hicel
el

- Without proper standards, IoT devices remain
vulnerable to attacks.

TET ATAhT & 9=, 3MS3INET Barsy gl &

§.7.4 Third-party IoT
Vulnerabilities

- IoT devices rely on third-party components
for communication and cryptography.

HIEY fSarsd Fur 3R fsheetandr & fow
gqﬁafaﬁwﬁﬂ?m%l

- Third-party libraries often contain
vulnerabilities that hackers exploit.

AS-UTET SATSeRT 7 FAT HASIRAT Bl &,
foee 84 TargTdise A & |

- Many third-party components are delivered in
binary form, making security evaluation

difhcult.

$S YS-UTET Tceh d15e1I ¥9 H ATd g, orad
SeTchT Y& hl FHedTehe] hiSeT 81 STl ¢

- IoT devices are prone to attacks due to
dependency on insecure third-party
components.

3EY f3arsy 3eRiaa Us-urel geehi o
?ﬁw%mﬁ%ﬁéﬁm&ﬁagﬁ
|

5.8 Major IoT Leaks in
Global and India

5.8.1. Mirai Botnet Attack (2016)

o 'The Mirai botnet used IoT devices to
launch DDoS attacks on major platforms
like Twitter, Netflix, and Amazon.

Mirai Sicaie o Twitter, Netflix 3R
Amazon SIET 97y dedrsel 9¥ DDoS
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EHAT A & TIT loT T3aTSET T
STAHTS fohaT| °

o It spread by scanning the Internet for
devices using factory-default usernames

and passwordstr\ﬁr
?1333??43 SES i%alsﬂ EIH%Q theld
fSete hard)-fSwree Fartata 31X

trma'a%??rl

5.8.2. Hackable Cardiac Devices (St.
Jude Medical, 2017 (Global, India
Impact)

o Certain cardiac implants could be hacked
and reprogrammed remotely, risking
patient safety.

W COIERED %rw ol g A geh 3R
o, o
:Hﬂsl’r T FIET TR :ﬁr |

o 'This exposed the need for security
standards in life-critical IoT healthcare
devices.

I gcoT Silad-16Teh godhaX loT
%aﬁg;ﬁ;rﬁgwwmaﬁrmaﬁ
Rl &

5.8.3. Casino Fish Tank Thermostat
Hack (2017 (Global, India Impact)

o Hackers breached a US casino's network
via a smart fish tank’s thermostat to steal
internal data.

SR o Tah AT FHAT o TATS Ther
S YARTEE A Acas H U AT
37eaiT 3T T feram|

o 'This showed that even non-obvious IoT
devices can become weak links in
cybersecurity.

ST griad fohar fop sTer3ierst fopu e
loT f3aTsH 8T ATgER JR&TT I s

5.8.4. VPNFilter Malware (2018
Global and India Impact)

8 B E

Gommand Initial tok li[.]Jcom
and control infection

Grah
Grah image from A
B = image from
] |\ + FRET % toknowall[.Jeom

Listener for incoming packat

o VPNTFilter infected over 500,000 routers
worldwide, stealing data and blocking
Internet traffic.

VPNFilter &1 N H 5 1T Y FIe
T3 T Hsh AT HY ST IIAT 3R
sIcach ¢ theh Sl selleh [haT|

o 'The malware had modular design,
allowing remote control and even device
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destruction. g HeTdAT ATSTYoR
T 2T, a’rz%@%a@ﬁmm
&THAT I AT AT|

5.8.5. Stuxnet Worm (2010)

It explclll:s the fclllcmlng vulnerabilities in
?50 Wini 5 to spread copies of
(SQ| t] nelworks and rernovable drivas:

08-067
L% 8
~N 2 ‘ ﬁ
u —

ﬂgm 061
WORM_STuxrzET.A =

It installs server and

door functions to an\r
client that it can con-

It connects to a remote
server to test for inter-
net connection and to
send and receive com-
mands from a remaote
malicious user.

- M510-046
L

()
RTKT_STUXNET.A

o 3N | - ol
LNK_STUXNET.A i‘- oy

o Stuxnet was a sophisticated cyber worm
that sabotaged Iran’s nuclear centrifuges
via JoT-like industrial systems.

Stuxnet T 3oo1cl ATSeR Ald AT o det
éﬂﬁﬁwmaﬁaﬂwﬁ%
IoTﬁIRHa?EIﬁUdchald qsulql |

o It was among the first examples of cyber
warfare targeting IoT-integrated
infrastructure.

g GSa I hT Ygoll 31807 AT
forgeT loT-HA TR EXT=A13 &1 18
AT

It attempts to gain
access to ll\ back-end

Y tion frem vulnerable
SCADA systems.

5.8.6. BSNL Data Breach (2024)

O VVEDECUrenpp

EVOLVE 27
June2024 | 0™
Affected Customers: Cause:
Retail customers and fintech partners  LockBit 3.0 ransomware
Data e I e
MNames, acc _'-u.'.-l detalls, and
BreGChes some financial information
. 2 || % % ibs -

BSHL e

Affected Customers:

Affected Customers: 3 milion Amarcans

54,000+ customers impacted

Affected Cusmmem Data Exposed:

BSNL tole Dot Exposnst: Marmes, Social Security Numbers,
HNames, contact info, birthdays, Birttidates. Driver's LicensesfiDs

Data Exposed: gift card numbers exposed (no :

Phone numbers, SIM details, PiNs) Cause:

internal server data Data Breach (unspecified)
Ciuse

Cause: Unauthorized o s o

Data breach by hackers nowflake cljuu sto age platform

24
E-) Team Viewer 28

JUN Affected Customers:
72,000+ customers

Affected Customers: Cause:
Mong Compromised employee Data Exposed:
account Customer data (unspecified)
Data Exposed:
Employee names, contact info Cause:

encrypled passwords (intemal] Credential stuffing attack

- Bharat Sanchar Nigam Limited (BSNL)
suffered a massive data breach exposing SIM
card details, IMSI numbers, and server
snapshots.

WWW%@%@(BSNL}WE@T?&
s 31 T ga A F18 i SR, IMSI
W?ﬂ?ﬂé?a?raﬁ%samgél

- The breach raised concerns about how
national telecom data is stored and protected in

India.
3 Wik o AR H TSEIT CollhlA ST
FR&TT 3R HSRUT 1 efend FRIAT ST 2T
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2. AIIMS Delhi Ransomware Attack
(z023)

| PERSONALLY
: IDENTIFIABLE
: INFORMATION

i Of patients and
E AFE W

OTHER
RECORDS

Partaining to

| HELDTORANSOM
i The n‘mwm\ are attackers demand money Eumml,
the S

PHISHING
Via fraudulent
emails with

= allcious links
DT et

i ambedded inthem : UP-TO-DATE DATA PHISHING

: FIREWALLS BACK-UPs SIMULATION

Attacker ¢ Securingall Both on the nlnm:l :Irll that
sonds a £ EXBLINE ! devicesona cloud and
phishing amall £ Aplecaofcode tworkwitha  offiine
that looks for 3
: vulnerzbllity in
¢ anapplication or computer
{  system through which
¢ malwarecan be injectad

2 awall, regularly
:  updating

i software

i and patching

phishing rrslh to
employees

ANATOMY OF A
RANSOMWARE
ATTACK

gains control
of the ‘public
hey" required to
encrypt files Anacker
Files gat demands
8‘\'-"\';:'3 ransom (mostly
and user gets . When
ransomware ransom is
sCroen pad, attacker
may deliver

8 e
'";0

- AIIMS Delhi’s servers were hit by a
ransomware attack, disrupting healthcare
services and risking sensitive patient data

TFY feooll & ol W ITTAIIL gHT
mﬁwwﬁawafﬁaﬁ‘éﬁmw
gdeAMel SeT@ay A Usr| ~

- The attack exposed weaknesses in hospital I'T
infrastructure and emergency data recovery.

S gl o ITqdTe hl RGN
3TITAhTelleT ST Rehall TUTTell shl A R AT

3SR F & |

5.9 Security for Consumer
Devices

1. Need for Security

The rise of IoT increases risks of data theft,
hacking, and misuse of consumer information.

loT & S&d 3UATIT F STUHIFATIT T STAhNT
?aﬁﬂ,%ﬁmmmwwmw
|

2. Types of Consumer IoT Risks

Risks include unauthorized access, personal
data leaks, malware attacks, and unsafe device
behavior.

SITEAT 7 HATIHd Tgd, cATFcIard SeT hr
CICIGIA mmmmﬁm
SYdgR AR & |

3. Importance of User Consent

Data should be collected and used only with
clear user consent and transparency.
3R

2T Shd ol TASE IUFTIThdT
qRETRIar & a1 & Tehd 34 39AeT fohar
ST TR T

4. Security by Design

Devices should be built with security from the
beginning, not added later.

fSaTsH T LTI A &1 JI&T & 1Y s
fRaT ST ART, o & §ie & e S|

5. Data Minimization

Only necessary data should be collected and
stored to reduce risks.

Sharel TG SeT &1 Harfe 3N Fardie famar
ST TTRT drfe @ FHe 8l

6. Employee Awareness

Companies must train employees on
cybersecurity and data protection.
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Al Al T HATTRAT hY TSR F&T IR SeT
H&T W IFRATET e e

7. Service Provider Monitoring

External service providers must also follow
strict security measures.

STET AT FeTcl3it & 8T g FI&T U ot
qTelel Shall dIg U |

8. Access Control Systems

Devices should have strong access controls to
revent unauthorized usage.
H AT THAH helel gl AT
clTfeh 3eAfRIehel 3UTNAT ekl ST Feb |

9. Patching and Updates

Known vulnerabilities must be patched
regularly through software updates.

ATd HHSIRAT & FAITAT T T FiFeadX

10. Consumer Responsibility

Consumers must change default passwords and
install updates to stay protected.

STHIFATI FI FBhiee ITHas dgelet 3T
3UST SECTol e TIGT cArfeh FI&T =il |

§.10 Security Levels
'The IoT is facing various types of attacks

including active and passive attacks that may
easily disturb the functionality and abolish the
benefits of its services. Different types of attack,
nature/behavior of attack and threat level of
attacks are discussed:

e

S
F]

disrupted

. Active Attack Passive Attack
eature
GIER L) (AT o)
. e Data is only
Action L observed or listened

to

tampering

System
System y . System runs
Tmpact performance is normally
affected
Detection |Easier to detect Hard to detect
Damage
8 . Secret data
Goal unauthorized .
collection
control
Fake unlock .
Eavesdropping,
Example |command, message

traffic analysis

1. Low-Level Attack (fo/&T-TdR &1 gHelT)

Behavior: Unsuccessful attempt to attack the

network.

sTcdeh U GHET ahiel h IR T T, eifehet
ar % ogT gél
Example: A hacker tries to ping into a smart

camera's IP but receives no response due to
firewall protection.

g THTC haT & IP &l Ui T hlat Y
QIR T &, ol fohel BIRIRGTCT ST IoTg &
PIS ST AgT [HeIdT|

2. Medium-Level Attack (ACIH-FAX T

g

Behavior: Attacker listens to the network
silently (eavesdropping), but doesn’t change

data.

SYAENs GHITAL Sicdeh ehl gaaTd Foldll &
(ST AT &), oifahsT SeT A8y SeordT|
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Example: Intercepting communication between
a fitness band and smartphone to collect step
count or heart rate.

fheag o35 31 THATCHIA & S 8T @ IR &1
GoAoTT 3R 3HA e H AT FIC IC T SATThRT
W|

3. High-Level Attack (3TT-¥cX &I g )

Behavior: Attacker modifies or corrupts the
transmitted data — affects data integrity.

maﬁﬁmqﬁé‘aaﬁaﬁréﬁ%mﬁ
?WI‘S’E?IT%"— T AGSAT IR 37 ISdT
|

Example: Altering the temperature data sent
from a smart thermostat, leading to false
readings.

Fﬂﬁaﬁh——a‘cﬁaﬁmq—%mﬁaaﬁr
deo &oT, o gy rerd Jifger Aedr g1

4. Extremely High-Level Attack Eieeg
ITH-TAX hI gH )

Behavior: Full system compromise —
unauthorized access, network jamming, illegal
operations.

R AT g 81 ST § — 3AThd Ug,
Acadh SITH T AT AL HTH FLell|

Example: Using malware to gain full control of
home routers and using them in botnet attacks

(like Mirai).

IR Y BIH U3 ! U THE &b Hieh 38
SieaAT 31EH oI SEAATS HIAT (S Mirai
diceic 7 g3m am|

§.11Protecting IoT
Devices

IoT fSarsdst T gram

1. Build Security from the Start
Security should be included during device
design, not after deployment.

GR&TT ! arsd & Solisel & THT A &l
QT fhaT ST AR, o o a1 |

Example: A smart bulb with encrypted
firmware from the beginning.

2. Avoid Default or Hardcoded Passwords
Devices should not have fixed

usernames/passwords like "admin:admin”.

%?:nsv JZTF%%]’E[ (SWHIeT) A/ IHIS

Example Camera system asks user to set new
password before use.

3. Update Firmware and Software Regularly
Ensure t1m;% updates to fix vulnerabilities.

&I A o TT fFAafAd 3mse
FEE

Example: Router patch to fix Wi-Fi encryption
bug.

4. Use Strong Encryption

Encrypt data in transit and at rest using robust
algorithms.

3T &l TUTATAROT 3R HIE Gl FHT U
Tfeshte |

Example: Smartwatch sends health data via
HTTPS.

5. Implement Multifactor Authentication

Use biometrics or OTP in addition to
passwords.

UrEdS & H1Y SIAIATEHH IT OTP SidY FI&T
39T 31910 |
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Example: Smart lock asks for fingerprint +
PIN.

6. Use Secure Boot & Full-Disk Encryption
Devices should only run trusted software
during boot-up.

fSaTsd &l Shdel 3RAHE AIFCIAT A JE Il
STy

Example: IoT device with Secure Boot like
Windows 10 IoT + Bitlocker.

7. Network Segmentation
Keep IoT devices in separate networks to limit
exposure.

IoT f3a188sT &l 31eleT Acash H T drfes
G WA &l

Example: Smart TV connected to guest Wi-Fi
network.

8. Implement API and PKI Security
Only authorized apps should interact with
devices using secure certificates.

hael 3T U9 &1 PKI T f3foiee afcithere
& SIRT 3arsa & 9 |

Example: Secure authentication for mobile app
controlling home automation.

9. Use Firewalls and Monitoring Systems

Use IDS, IPS, and firewalls to detect and block
threats.

gHGI ST IdT oM 3R 3o¢ ekl o T IDS,
IPS 3R ®RIRal & 39T A |

Example: Gateway firewall detects botnet
attempts on connected camera.

10. Educate Users & Consumers
Teach users to change passwords and apply
updates.

3YARTRAT3IT I ITHAS S¢olet 3R UsT
ey ehl SITeThIT & |

Example: Notification reminds users to install
firmware patch.

§.12 Future IoT Ecosystem

7TasT &7 10T SHIRATH

1. Seamless Connectivity with Any Device,
Anytime

In future, IoT will allow people and devices to
connect anytime, anywhere, using any network.
HATIST H IoT &9 AR 3arsast o1 fonddt ot
g, et off TuTeT @, Tt ot Acas &
HATETH 8 SiSal H H&TH S04 |

Examples Uch THATE g dsar EST?ITIT &
forelT off feed & Sierex ol SeT AT FheTT|

2. Transformation of Lifestyles and Business

Models

IoT will change the way we live and work by
automating homes, industries, and public
services.

loT §AR TgoT 3R HTH T & i &l deol
ST S eI, ST 3T Aot e

I TqATfold Sal ol
Examples THTC 817, S8l THT, aised 3iR
1cd T8l app @ Shelel &l

3. Billions of Devices Sharing Information

Billions of devices, people, and services will be
interconnected, exchanging real-time data.

3RS f3argd, aer 3R 9T Tah-gE A S8
gioft 3R areafaes Tay & Ser arglr St
Example: THTC Wdl H T390 @ $r 77 3R
ATIHTe HIEr fehdTet sl ScTuan|

4. Need for Strong Privacy and Security

Protocols

With more devices, IoT networks will face
more cyberattacks — needing encryption,
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access control, and authentication.

m%maﬁ$W|onés

gHell & TT 3110 GaeAefer glay —

ﬁ;umcam Wmaﬂiwwﬂwaﬁr
|

Examples THTC T bl TF0T el § Ugol

By NerfaeTeleT + qraas T 3TaeTehdr|

5. Self-identifying Smart Devices

In future, IoT devices will identify and
authenticate themselves with other devices

automatically.

HIasg H loT 391 39 Uh-g @R
ggdTeel 3R T

Examples Ueh TATC e Acash & g &l
TFIEC &Y 19T Sfd 1T SIeTT Fetare 2|
6. Use of RFID and QR Codes for
Communication

Technologies like RFID and QR codes will
help devices share data faster and more

efficiently.

RFID 3iR QR hI3 ST cIehailch fSdTSAT hl ot
3 THTET 2T TIR H A hialy

Examples Ush dIE13T H YA Uohe &l
RFID Tohel Y fAEEH 3T oliehr 31X

T Sedr Eam|

7.10T in Logistics and Supply Chain
IoT and RFID will help industries forecast

trends, detect risks, and manage supply chains
smartly.

loTzﬂTRFlomvﬁafrqaﬁﬁrasrqaﬁaﬁm
T, aﬁ@mmaﬁﬁmﬁ
Waﬂ?ﬁwﬁamﬁmﬁﬁ
Example: ¢ & loT T WIS AIGH T IT

ST Jehfedeh IE HT JHATT &1 |

5.13.1 What is Cryptography?
ey FaT 87

1. Definition (TT3TTYT)

Cryptography is the scientific method of
protecting sensitive information by
converting it into unreadable format
(ciphertext) and then converting it back
to readable format (plaintext) when
needed.

fehcetamthr veh dafaes Afer g S
W%mmawwmwaﬁasﬁm
39 TSI Y
W%ﬁm&mqﬁwﬁw@
Uoai1T (Coleleaee) §9 H dcof ¢l &

Goals of Cryptography | fFCEATH &
Lol

1. Confidentiality (T9=14dT)

Ensuring that information is only
accessible to authorized users.

g GlATRTT T foh SITAPRT Shael
gﬁﬁmﬁo—cﬁaﬁasﬁmé’rm
|

Example: Bank transaction details should be
visible only to the customer and the bank.

2. Integrity (37E@3d0)

Protecting data from being altered or
tampered with during transmission or
storage.

ST Tl 58 FehR IRT&T T foh 3TA
Y YR T IColTd o fohdT ST FF |

Example: If a medical report is sent to a
doctor, its contents must remain unchanged.
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3. Authentication (YHTO1HIOT)

Verifying the identity of the sender or
source of the message.

Ig AT AT Toh T2l FofeT arell
SqTF dgT & oIl g rar T g

Example: Logging into an email using a
password or fingerprint.

4. Non-repudiation (S5THR~31134dT)

Ensuring that the sender cannot deny
sending the message or transaction.

Ig G TR AT foh TE2r ATl arelt
gﬁwawﬁﬁsmagaﬁ
|

Example: A digitally signed agreement sent
over email cannot be denied later.

Related Fields of Cryptography
frceemdY & gafda &

1. Cryptology (fcelarsll)

Cryptology is the mathematical foundation
of cryptography. It includes the
development of algorithms, number theory,
and mathematical formulas used to secure
data.

fhcelelrstl Reeamdy it rforca =i & | se
ST T JR&TT g TeaReH, H&ATcHS
Rieeric 31X Gt 1 Taera fomam e §|

- It combines both cryptography and
cryptanalysis.

2. Cryptanalysis (TFceTafafaw)

Cryptanalysis is the study of cipher
systems to identify weaknesses and
retrieve original plaintext without

knowing the key.
RS E P sonferat b s &,
SaQ 3ThT AN T ggATAR To1T

il o FeT SATeTehRT ATC ST ST Heh |

Example: Breaking a password-protected message by
analyzing the cipher pattern.

fewar Symmetric Key | Asymmetric Key
(Feature) @AfAf EloiGII) (ferwa T s
T el - |y ol — Public
ot &Y Encryption 3R Key (Encrypt),
3 Decryption G Private Key
(Number of & faw (ecrypy)l
Two keys — one for
Keys) OnreLayusetlitor | o ption, one for
both encryption d y : ’
and decryption ectyphion
dof 3R &A iﬁm BIeT & rdt
. F Fifeh 0T
e T gl T i
(Speed) Slower due to
Faster and uses complex
fewer resources comg utations
TN I AT | yiforer e —
IS (U PR— Gl
& Rees SRR | sy 3t e 3q
(Security) ?;th”i'T %' AT FATT Bl
fnexeyis More secure due to
leaked, the system separate kevs
is compromised P d
(Usage)  |ufesreer, VPN, |fafaaa, Bfoea
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evar Symmetric Key | Asymmetric Key
(Feature) @\t ?.,W’n') (s iﬁﬁ)

L TEL] gEATER, SHA

TloshoereT | Tleshoere |
Bulk data Secure key
encryption, VPNs, |exchange, digital
disk/file signatures, email
encryption. encryption.

E AES, DES, RC4 L85 19l
(Examples) ElGamal

5.13.3 Top 5 Important
Cryptographic Algorithms

1. AES (Advanced Encryption Standard)

* A fast and secure symmetric key
encryption algorithm used worldwide.
symmetric key
TeINREH St g amsR & 3T e
ST g |
Used in: Wi-Fi security (WPA2/WPA3),
mobile apps, file encryption

2. RSA (Rivest—-Shamir—Adleman)

* Asymmetric encryption algorithm using
a public-private key pair for secure
communication.

qraeifeieh 3R TS Fofl o 3memRe
faw& Fsft TeafeH — gIfeTd AR
foT|

Used in: Secure email, digital signatures,

SSL/TLS certificates
3. SHA-256 (Secure Hash Algorithm - 256 bit)

* One-way hashing algorithm used for
verifying data integrity.

ST <l IS T T giSe e & faw
g Tk TR aTelr &RYaT TeamRea

Used in: Blockchain, file verification,
password hashing

4. DSA (Digital Signature Algorithm)

e Used to digitally sign data, ensuring
authenticity and non-repudiation.

%ﬁlﬁrﬁ?ﬁwaﬂﬁ%ﬁvmm

Used in: E-governance documents,
Aadhaar authentication, legal e-
documents

5. ECC (Elliptic Curve Cryptography)

* Lightweight asymmetric algorithm
suitable for IoT and mobile devices due
to smaller key size and efficiency.

S ol IHR IR &TdT & HROT [T
ﬁm%mmﬁwaﬁﬁ
TeINReA|

Used in: Smart cards, cryptocurrencies,
IoT device authentication

5.14 Examples of New
Trends

Today, you are totally dependent on
technologies. Artificial Intelligence (AI) and
Internet of Things (IoT) are among the
technologies that have great scope and
prospects for the future.

§.15 Artificial Intelligence
(AD)

c QS
Artificial Intelligence is a branch of computer
science that aims to create systems or machines
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that can perform tasks that typically require
human intelligence, such as learning, decision-
making, problem-solving, and understanding
langua%%ﬁw CEIGE g
e ATUT
forgenT 3eced 0 EeH ar &@efer El%' AT &
ST ST ST JefAT & S Y Heh, thr
AT, [T oI, GHEAT ol el 3R TS

I THSTATI

Example:

e Siri, Alexa
¢ Self-driving cars
* Face recognition in phones

1. Machine Learning (ML) | et wfeter

Machine Learning is a subset of Al that allows
machines to learn from data and improve from
experience without being explicitly
programmed.

AT SIf1aT, Al hT Teh QTET § ST HTIe dl
32T Wrat IR 3T GUR P 51
%ﬁﬁ%ﬁmﬁﬁmwﬁm

|

Example:
* Netflix recommending shows
* Gmail spam filter
* Online fraud detection

2. Neural Network | =Tl seca®

A Neural Network is a system of algorithms
modeled after the human brain that helps
machines recognize patterns and solve complex
problems.

Il sicgeh Ueh UHT [AEeH § S Al
HTEcTSeh & g 1l il § 3R el &t
Ucel UgdTelel 31X STicer AEITIN ol gl hiel
H HSE FXdT g |

Example:
* Handwriting recognition
* Image classification

* Speech-to-text converters
3. Deep Learning | 319 &fetar

Deep Learning is a subset of machine learning
that uses multiple layers of neural networks to
analyze various levels of features in data.

31q offeter, ARfeT aIfsiar Fr vep e § forgs
S TR dTel 73Xl Aedeh T 3TAIT e 3T
T IS T FI2ervor T Srar B

Example:
* Self-driving cars recognizing pedestrians
* Deepfake videos
* Advanced voice assistants

4. Computer Vision | EFWI‘\ETﬁGFI'

Computer Vision is the field of Al that enables

computers to interpret and understand visual
information from the world.

Y [doTeT, Al 1 a5 &1 § ToTaH Hegel
T AT AT TEIRT & UTod 27 STTARRY T
AT 3N FAITOT htey shf &THAT &) ST 1

Example:
* Face detection in photos
* Barcode scanner apps

* Traffic sign recognition in autonomous
cars

5. Natural Language Processing (NLP) |
YThToiah HTST THEHTOT

NLP is the ability of a machine to understand,
interpret, and respond to human language (text
or speech) in a meaningful way.
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YTehfcieh $1TST YEETRIUT TUeh cehailoh & To1Gd
AL ST st (TR a7 el §%) &
AT, faoNuT Y 31 39T 3T &Y &

Example:
* Google Translate
e ChatGPT / virtual assistants

* Sentiment analysis (e.g., analyzing tweet
emotions)

5.15.1 Applications of Al (31§ &
39N

o Gaming

o Chatbot and Voice Assistant

o Medical Diagnostics

o Fashion and Shopping

Recommendation
o Industry Manufacturing
o Education
o Smart Assistant

o Automotive
5.15.2 Advantages of Al (Al & dT37)

1. High Accuracy and Precision in Work
(@ A 3o Wl 3R g

Al systems can perform calculations or
diagnosis with near-perfect accuracy.
31T (Example):

In medical imaging (MRI, CT Scan), Al
detects tumors more accurately than humans.
AfSFa AT (SR MRD) # Al o
g SR ¥ FATET HENTHAT & el B

2. 24x7 Availability Without Fatigue
(TSI & [T 24x7 HTI FIA Y 4THT)

Al doesn't need breaks or rest like humans. It
can function all day and night.

3aTeX0T (Example):

Customer care chatbots on websites are
available 24/7.

JIUTEE W Aedie eT-I1d 24 €& ATgHhI 1
TEIAT FIA B |

3. Efficiency in Repetitive and Routine Tasks

(EYET T ATt F1AT H g8TaT)

AT automates routine tasks like form filling,
sorting emails, or quality control.

341X (Example):

Amazon uses Al to automatically sort and pack
millions of orders daily.

Amazonm?ﬂmﬁ'flﬁ'mwzﬁl
garT |ie 3R dF FaT &

4. Faster and Smarter Decision Making

(@t 3R TATE AT A=t Y &7dn)

AT can make fast decisions based on real-time
data analysis.

34180 (Example):

Stock trading apps use Al to buy/sell shares in

milliseconds.
A TSR A 37 o AT @ AT & AW
Tlg-aa I 2

5. Intelligent Virtual Assistants

(SCTRIHTST TE3Tel HETAh)

Al assistants help users via voice commands or
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smart devices.

3a1eY0T (Example):

"Alexa, turn off the lights" — your lights turn off
instantly.

"Alexa, WTWW memm
g ST gl

6. Handling Massive Amounts of Data
(913 ST T T TIE)

Al can quickly process data for analysis and
insights.

3aTeY0T (Example):

Google Search Engine uses Al to deliver search
results in milliseconds.

Google Al &T 3UANT FI&h AhsT A HAUST 3T
¥ g8 g TR REmar ¥

7. Use in Dangerous or Risky Environments
(@ gRTEU AT & 3931T)

Al-based robots are deployed where human life
is at risk.

3a1eY0T (Example):

NASA uses Al robots for space missions (e.g.,
Mars Rover).

NASA & #Ie g W A& A ST AT &
ICRIECES]

8. Personalized Recommendations and
Services

(EafFaara e 3R 3rpsra)

Al suggests products, videos, or services based
on user behavior.

34T 0T (Example):

Netflix recommends shows based on your watch
history.

Netflix 3% §8& 1T A & HFTHR T AT FHT
gAT AT |

5.15.3 Disadvantages of Artificial
Intelligence (Al & JHUT)

1. High Implementation Cost

(3T AR W HA=add)

Developing and maintaining Al systems is very
expensive.

Example: AI-powered robots in manufacturing
plants require costly hardware and software.
3&TeoT: Al A&IcH &l 3TN thard! H il &
fore a1y f¥aer &t ST B &1

2. Unemployment due to Automation

(TTATAT & HIOT ST

Al replaces human jobs, especially in repetitive
task roles.

Example: Automated checkouts in
supermarkets reduce the need for human
cashiers.

3ETEOT: YUIATHC H Aoth-Uh3T3C HMel
FTTT AR T 5978 o W

3. Lack of Human Emotion and Ethics

(TTa=AT3it 3R AfAwar Hr F+))

Al cannot understand or replicate true human
emotions, empathy, or moral judgment.
Example: Al may reject a loan application
purely on data, not on human need.

3CTEIVT: S 7 Al hdol 3T I FHUT
3TEATHR Y ordT &, ATTATIT T Tal JHST
HehdT|

4. Risk of Malfunction or Errors
(arsast A FfeAt 1 @)

Al errors can lead to big losses or even
disasters.
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Example: An Al-based self-driving car

misinterpreting signals can cause acc'}dents.
3ETEXOT: Al TR 3T Aeth-3T3deT hR
el Hehel TEHTeTeh] GEEHT hY Hehell &

5.Security and Privacy Concerns

(AT 3R Ma=iarar i gaeam)

Al can be misused to track, hack, or spy on

people.

Example: Al-powered facial recognition

systems raise surveillance i issues.

SETETVT: TER T Te et ot aTel Al e
T Sooite] Y hd &

6. Dependency on Machines
GRICIREE R IEEATEEG]))

Overuse of Al may make humans lazy or too
dependent on technology.

Example: Students using Al tools for all tasks
may stop thinking critically.

3ETEIVT: BT IR &Y hIH o foIw Al &1
STAHTC b3l dl 3oTohl T bl AldeT T
et AR G|

7. Bias in Al Algorithms
(Al TeMREA H 9aTITe)

Al systems can be biased if trained on biased
data.

Example: A hiring tool trained on past male-
dominated data may reject qualified female
candidates.

3GTET: 3cil & Tl Al Tef 3R YaTaIgr SeT d
yffEa & o 2w 3Ficart 3 &Y 3deR

Y ehdT ¢ |
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